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0 Lroct SpenEL 74 Type: OEPT_ECHO REQUEST
[ 000760864 OpenFl. 74 Type: OFPT_ECHO RE

» Ethernet II, Src:

OpenFl. 154 Type: orw:m:m_zu
OpenFl. 160 Type: OFPT_PACKET OUT
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Length: 89

Transaction ID: @

Wildcards: ©
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Input VLAN id: 65535
Input VLAN priority: o
pad
o (ype S5
I protocol 2
Pad: 0000
Source Address: 10.0.0.2
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Packets: 42 - Displayed: 29 (69.0%) - Dropped: 0 (0.0%) Profile: Default
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http://mininet.org/walkthrough/

# shell prompt
mn -h # BEFmininetfpLPE RN
sudo mn -c¢ # AEMBRHATEEmininet

# TENSSALAE sudo mn'FIENESIAIN EEEITITE
# mininet CLI

net # ERHBIMEHRTH

dump # ZRIFINBZIRIMYIFHES

xterm hl # £ Rh1FTA—PEIRIEIZE

sh [COMMAND] # fEmininet#p<{THH1TCOMMANDAES
hl ping -c3 h2 # Blhl ping h2 3K

pingall # Bllping all

hl ifconfig # BEhIMNMEIRONEE

hl arp # BFhlfarp&k

link sl hl down/up # BfFF/&EiEs1fh1a05%EE
exit # JBHmininet CLI

# ovs(run in shell prompt)

sudo ovs-ofctl show sl # BEXREs1NERFE

sudo ovs-ofctl dump-flows sl # B&Es1HME

sudo ovs-ofctl -0 OpenFlowl3 dump-flows # BZ&slHOpenFlowl.3RAHIREREE

|t
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sudo mn

mininet> hl ping -c3 h2

sudo ovs-ofctl dump-flows sl

o BEMNEA

AL F mininet/custom/topo-2sw-2host.py 21T :

from mininet.topo import Topo




class MyTopo( Topo ):

"Simple topology example."

def build( self ):

"Create custom topo."

# Add hosts and switches

leftHost = self.addHost( 'hl' )
rightHost = self.addHost( 'h2' )
leftSwitch = self.addSwitch( 's3' )
rightSwitch = self.addSwitch( 's4' )

# Add links

self.addLink( leftHost, leftSwitch )
self.addLink( leftSwitch, rightSwitch )
self.addLink( rightSwitch, rightHost )

topos = { 'mytopo': ( lambda: MyTopo() ) }
EITHIMIGBRR:

cd ~/sdn/mininet/custom

sudo mn --custom topo-2sw-2host.py --topo mytopo

o BHEFENE]

MininetBwikifi#E T 5 —MRERNEE, EEATHITHS

# sudo python topo recommend.py

from mininet.topo import Topo

from mininet.net import Mininet

from mininet.cli import CLI

from mininet.log import setLogLevel

class S1H2(Topo):
def build(self):

sl = self.addSwitch('sl")
hl = self.addHost('hl'")
h2 = self.addHost('h2")

self.addLink(sl, hl)
self.addLink(sl, h2)

def run():

topo

net

= S1H2()

= Mininet(topo)


https://github.com/mininet/mininet/wiki/Introduction-to-Mininet

net.start()
CLI(net)
net.stop()

if name == ' main ':

setLogLevel( 'info') # output, info, debug

run()
BTN
sudo python topo recommend.py
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https://ryu.readthedocs.io/en/latest/index.html
https://ryu.readthedocs.io/en/latest/getting_started.html
https://ryu.readthedocs.io/en/latest/developing.html

EENXHERREERSETHE

—| base

app_manager :l— BTAppERE; X TRyuAppi

ofp_event :|— AT BHNEY, ERETBE
controller seovcs | (I
HANDSHAKE_DISPACHER
handler
CONFIG_DISPACHER } switch_features_handler
Ryu H LTRRAS
MAIN_DISPACHER :|— packet_in_handler
DEAD_DISPACHER
ofproto ofproto_v1_3 :I— OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]

~—{ lib — :|- :|~ EXT EANMBLIMdpid, mac. ip%

o EEINE
Ryufgft T EEHRFMNEIRIAPP, B&127E ryu/ryu/app/gui_topology/gui_tology.py

1. mininet#r &

cd ~/sdn/mininet/custom

sudo mn --custom topo-2sw-2host.py --topo mytopo --controller remote

2. BEIRYUIRHAYAPP:

ryu-manager --observe-links sdn/ryu/ryu/app/gui_ topology/gui_ tology.py

3. FIFFRIE SR A RyuRIPHELE, THOS%0 8080 BNRIEF L, ANl localhost:8080
R AI BB X N AT



Mozilla Firefox
localhost:8080/ x |+

& e D localhost - O o o =

Ryu Topology Viewer

o { "priority": 65535, "length": 96, "hard_timeout": 0, "byte_count": 3360, "idle_timeout": 0, "duration_nsec": 727000000, "packet_count": 56, "importance": 0, "duration_sec":
49, "flags™: 0, "cookie": 0, "table_id": 0, "match": { "eth_dst": "01:80:¢c2:00:00:0e", "eth_type": 35020 }, "instructions": [ { "type": "APPLY_ACTIONS", "len": 24, "actions": [ {
"max_len": 65535, "type": "OUTPUT", "port": 4294967293, "len": 16 } 1 } 1}

® Ryu APP

TEARYU AR SEIMAISHRHLRAE, FAVEMIEMN T TREARRORE, ERMARAEN
OFP1.3:

from ryu.base import app manager

from ryu.controller import ofp event

from ryu.controller.handler import MAIN DISPATCHER, CONFIG DISPATCHER
from ryu.controller.handler import set ev cls

from ryu.ofproto import ofproto vl 3

class L2Switch(app manager.RyuApp) :
OFP_VERSIONS = [ofproto vl 3.0FP_VERSION]

def  init (self, *args, **kwargs):

super (L2Switch, self). init (*args, **kwargs)

def add flow(self, datapath, priority, match, actions):
dp = datapath
ofp = dp.ofproto

parser = dp.ofproto parser

inst = [parser.OFPInstructionActions(ofp.OFPIT APPLY ACTIONS, actions)]
mod = parser.OFPFlowMod(datapath=dp, priority=priority, match=match,
instructions=inst)

dp.send msg(mod)

# add default flow table which sends packets to the controller
@set ev _cls(ofp event.EventOFPSwitchFeatures, CONFIG DISPATCHER)
def switch features handler(self, ev):

msg = ev.msg



dp = msg.datapath
ofp = dp.ofproto

parser = dp.ofproto_parser

match = parser.OFPMatch()
actions = [parser.OFPActionOutput(ofp.OFPP_CONTROLLER,

ofp.OFPCML_NO_ BUFFER) ]

self.add flow(dp, 0, match, actions)

# handle packet in message
@set ev cls(ofp event.EventOFPPacketIn, MAIN DISPATCHER)
def packet_in handler(self, ev):
msg = ev.msg
dp = msg.datapath
ofp = dp.ofproto

parser = dp.ofproto parser

actions = [parser.OFPActionOutput(ofp.OFPP_FLOOD) ]
out = parser.OFPPacketOut (
datapath=dp, buffer id=msg.buffer_ id,

in_port=msg.match['in port'],actions=actions, data=msg.data)

dp.send msg(out)

BEBNT:

ev.msg
B S XevhHEmMsgl R, BT ETHARSHNEEE
msg.datapath

B HEIMsgHEIME — " packet_iniR X, msg.datapathE A B3RS packet_inR XX HY
datapathZgtddatapath B TR — 1 RELMFF, tEFIEHIEEHISEIRE T
datapath.send_msg()eRE B T & iZEIEZIIEE datapath, &iddatapath.ida]3X1§dpidEKiE

datapath.ofproto

TE X T OpenFlowlMYEUREMAII SR, ALGI B & OpenFlowtMYIEIELEN, WMEhfFERE
OFPP_FLOOD

@set_ev_cls(ofp_event.EventOFPPacketin, MAIN_DISPATCHER)
KR B— " SRRTHERKNEHS, EIPSHERRBEIZBINARES T HIEA
Bl packet_in_handler R¥{fEpacket inBHLENKIAR, BXNAREEREIATHETENIR

SR
MOFIRZSTEryu/ryu/controller/handler.pyR & 1# A0 E 1R
actions@—15IKR, ATEFMaction list, FITEEFRIMNENIE
ofp_parserz Al LAY & OFPRIERHE €1

i@iddatapath.send_msg()ER #UA X OpenFlow#iE 454, RywRHEX M EHE & IERIN N A
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BITRIMEBWTF:



1. mininetiFAN T LEMI T RIRER L SRS, EHZFRIremote

sudo mn --topo linear,3 --controller remote

2. B EERBIRTEN simple_switch.py, BEIiEHIZS

sudo ryu-manager simple switch.py

3. fEmininetfyCLIFITAFh3MIxterm, BEhwiresharkiMEXH [ h3-etho

mininet> xterm h3

root@sdnexp:~# sudo wireshark

4. F£mininet® hl ping h2 , BFHwireshark®%F n3 KN EIE)

Terminal - test@sdnexp: ~ + X
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A m @;"'?CQe--gfviéﬂa@«f

\_k filt ) - Expression... +
No. Time Protocol Lengtt Info =
16 7.528796120 | 10.6.0.2 10.0.0.1 1CHMP 98 Echo (ping) reply
17 7.679381336 | 8a:d3:ac:cc:@d:5a 96:€9:d8:§5:a4:5b ARP 42 Who has 10.0.0.17 |
18 7.682111989 | 96:€9:d8:75:a4:5b  8a:d3:ac:fc:0d:5a  ARP 42 10.0.0.1 is at 96 .

19 8.532311766 | 10.0.0.1 10.0.0.2 Icmp 98 Echo (ping) reques
20 8.534239038 | 10.0.0.2 0.0.0.1 Icvp 98 Echo (ping) reply
21 9.533359303 | 10.0.0.1 10.0.0.2 Icmue 98 Echo (ping) reques
22 9.535671711 | 10.0.0.2 10.0.0.1 Icve 98 Echo (ping) reply

“« »

Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0@

Ethernet II, Src: Ba:d3:ac:cc:0d:5a (Ba:d3:ac:cc:0d:5a), Dst: IPv6mcast_02 (33:33:00:00:00:02)
Internet Protocol Version 6, Src: feB0::88d3:acff:fecc:dSa, Dst: ff02::2

Internet Control Message Protocol v6

33 33 00 00 00 02 8a d3 ac cc @d 5a 86 dd 66 66 33 z
60 00 60 10 3a ff fe 80 0O 60 60 60 00 00 88 d3

ac ff fe cc @d 5a ff 02 ©0 00 60 60 00 00 00 60 z

0 00 80 00 00 02 85 G0 f5 39 60 60 00 60 01 01 9
8a d3 ac cc @d 5a z

© 7 wireshark_h3-eth0_20190308201117_yP9z5r.pcapn Packets: 22 - Displayed: 22 (100.0%)  Profile: Default
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SE—REREERNHIEMELI, FEEIEUEAEBMininet, RyuRkWiresharkZFETHEAVMEM, AZRAIEHEI
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=
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SDNIMETF, ZEBEZIZMAMZSIREFILIER: XT8N, HATTUEIKRBINEIEE
FImacHlZZ il portAIBREY, #HM FRMRMIESENEER, MMBEREAMAporttZ

FBER ZUAFAERYURIAPI, FAEH THEZR, ARRFAFTXRENE TTLIENA

from ryu.base import app manager

from ryu.controller import ofp event

from ryu.controller.handler import MAIN DISPATCHER, CONFIG_DISPATCHER
from ryu.controller.handler import set ev cls

from ryu.ofproto import ofproto vl 3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class LearningSwitch(app_manager.RyuApp):
OFP_VERSIONS = [ofproto vl 3.0FP_VERSION]

def  init (self, *args, **kwargs):
super (LearningSwitch, self). init (*args, **kwargs)

# maybe you need a global data structure to save the mapping

def add flow(self, datapath, priority, match, actions):
dp = datapath
ofp = dp.ofproto

parser = dp.ofproto parser

inst = [parser.OFPInstructionActions(ofp.OFPIT APPLY ACTIONS, actions)]
mod = parser.OFPFlowMod (datapath=dp, priority=priority, match=match,
instructions=inst)

dp.send msg(mod)

@set ev cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch features handler(self, ev):

msg = ev.msg

dp = msg.datapath

ofp = dp.ofproto

parser = dp.ofproto parser

match = parser.OFPMatch()

actions = [parser.OFPActionOutput(ofp.OFPP_CONTROLLER,
ofp.OFPCML_NO BUFFER) ]

self.add flow(dp, 0, match, actions)

@set _ev cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)



def packet in handler(self, ev):
msg = ev.msg
dp = msg.datapath
ofp = dp.ofproto

parser = dp.ofproto_parser

# the identity of switch
dpid = dp.id
# the port that receive the packet

in port = msg.match['in port']

pkt = packet.Packet(msg.data)

eth pkt = pkt.get protocol(ethernet.ethernet)
# get the mac

dst eth pkt.dst

eth pkt.src

src

# we can use the logger to print some useful information

self.logger.info( 'packet: %s %s %s %s', dpid, src, dst, in port)

# you need to code here to avoid the direct flooding
# having fun
# 3)

out = parser.OFPPacketOut (
datapath=dp, buffer id=msg.buffer id,
in _port=in port,actions=actions, data=msg.data)

dp.send msg(out)
iER
o AIAEERMINBIEENET
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Terminal - test@sdnexp: ~

File Edit View Go Capture Analyze Statistics Telephony

e RN QesEFEEQqQlF

Wireless Tools Help

LIE =3 -] Expression... +

No. Time Source Destination Protocol Lengtt Info
1 0.000000000 00:00:00_00:00:01 Broadcast

g
» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 6

Y » Ethernet II, Src: 00:00:09_00:60:01 (00:00:00:00:00:01), Dst: Broadcast (ff:ff:ffiffiff:ff)

» Address Resolution Protocol (request)

ff ff ff ff ff ff 00 00 00 00 00 61 68 06 00 01
08 00 06 04 00 61 60 00 00 00 09 61 6a 00 00 01
00 00 00 00 00 00 6a 00 00 62

© 7 h3-etho: <live capture in progress> Packets: 7 - Displayed: 7 (100.0%)  Profile: Default

h3-eth0 iFOAEZZ h1 F h2 BHAEIENG
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FRERNRLRAREZEUTIIRR:

BEOSIBIL IRRFNIME 2 1T AL P AIEIE TR
FIEBMininettJAPIE E X WEIRTH
Ryu APIFE A
TERBEEIIRNNERFIE

TREA

sdnigiz: sdnlab

XFMininetfJE ZEH: Mininet Doc, Mininet API
K FRyu APPFFARIE ZE4}: Ryu Book
SDNRERIER B ZHI: Google P4
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https://www.sdnlab.com/
https://github.com/mininet/mininet/wiki/Documentation
http://mininet.org/api/annotated.html
https://osrg.github.io/ryu-book/en/html/index.html
https://tonydeng.github.io/sdn-handbook/practice/google.html
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